
 

THE 5TH GENEVA CONVENTION ON 

CYBERWARFARE 
COMMITTEE INTRODUCTION 

  



The 5th Geneva Convention On Cyberwarfare 

Page | 1  

Table of Contents 
Letter from The Chair ................................................................................................................. 3 

What is a Geneva Convention? .................................................................................................. 4 

I. Cyberwarfare .......................................................................................................................... 5 

Introduction............................................................................................................................ 5 

What Is Cyberwarfare? ........................................................................................................... 6 

UN Legislation and Policy ....................................................................................................... 8 

Case Studies ......................................................................................................................... 11 

Cyber Attacks in Estonia, 2007 ......................................................................................... 11 

STUXNET, 2010 ................................................................................................................. 12 

Attack on Ukraine Power Grid, 2015 & 2016 ................................................................... 14 

Hack of the DNC, 2016 ...................................................................................................... 15 

International Community Response: ................................................................................ 16 

Main Issues Surrounding Legislation .................................................................................... 18 

States cannot agree on definitions for different actions ................................................. 18 

The GGE Consensus Non-Binding Report is not sufficient for adequate legislation ........ 19 

The Tallinn Manual has some shortcomings .................................................................... 19 

States involved often do not discuss the situation, making any UN actions impossible . 20 

Conclusion ............................................................................................................................ 21 

Questions to consider .......................................................................................................... 21 

Some really helpful resources for additional research information: ............................... 22 



Vanier College Model United Nations Conference 

Page | 2 

II. Artificial Intelligence ............................................................................................................ 23 

Introduction.......................................................................................................................... 23 

What Is Artificial Intelligence? ............................................................................................. 24 

Where the Problem Arises ................................................................................................... 27 

Case Studies: ........................................................................................................................ 29 

Facebook:.......................................................................................................................... 29 

Twitter: ............................................................................................................................. 33 

Multinational Corporations and the Law: ........................................................................ 35 

Regulations on artificial intelligence and algorithms ........................................................... 37 

Conclusion ............................................................................................................................ 38 

Questions to consider .......................................................................................................... 39 

Some helpful resources: ................................................................................................... 40 

Countries List ........................................................................................................................... 41 

Bibliography ............................................................................................................................. 42 

 

  



The 5th Geneva Convention On Cyberwarfare 

Page | 3  

“The human spirit must prevail over technology.”  

-Albert Einstein 

Letter from The Chair 

Hello Delegates,  

My name is Amanda Morrone, I’m a first year university student studying in the Med-

P program; I’ll be your chair for this conference! My lovely vice-chair, Leana Ramirez, is a 

current second-year Dawson student studying International Business with an interest in 

pursuing law.  

The topics of cyberwarfare and AI are relatively far off from what Leana and I are used 

to; personally, as a student who has exclusively taken biology courses in university, 

international law and cybertechnology is a little far from my expertise. Nevertheless, we’ve 

found it so interesting to learn the intricacies of this topic, from the legislation to the case 

studies to ethical and legal dilemmas that come with this. We’re hoping that you will feel the 

same way; we’re really looking forward to seeing where this committee goes. 

We both have a number of years in Model UN and many conferences under our belt, 

so we’re very excited to see you push your abilities to your fullest potential. We both have 

seen delegates grow and develop first-hand, and we know that even over the course of a 

weekend, we’ll get to see you improve and develop your diplomatic, critical thinking and 

public speaking skills.  

Looking forward to the conference, 

Amanda Morrone, Chair 
Leana Ramirez, Vice-Chair 
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What is a Geneva Convention? 

For one, there have not been five Geneva Conventions; go ahead, google it! You won’t 

find anything, we promise! The term “Geneva Convention” is a blanket term used for four 

conventions at which measures of international law were discussed; essentially, it was used 

to discuss rights in a warfare context1. There are regulations and restrictions to what is 

considered internationally illegal on the battlefield, whether it be on land, sea or in the air. 

The first Geneva Convention followed the conclusion of World War 2, where treaties were 

established and guidelines for international war were settled2. These conventions established 

a number of valuable laws, specifically denoting basic rights of wartime prisoners, protections 

for wounded and sick individuals in wartime, protections for civilians in war-zones3. 

In this committee, we will allow discussion surrounding the use of equipment and 

tools during warfare; traditionally, the Geneva convention does not discuss this, but since 

cyberwarfare does not typically directly threaten the lives of individuals, we will be discussing 

the implications of technology as well.  We will be discussing cyberspace and warfare; 

beginning with cyberwarfare and then discussing the effect of AI on brainwashing and in the 

physical space. The goal of this committee is to create similar regulations, as were created in 

past Geneva Conventions, but these should specifically pertain to cyberspace. As you will 

come to see, cyberspace can be incredibly complicated, and the lines between virtual and 

traditional wars become blurred.   

 
1 Shaw, Malcolm. “Geneva Conventions.” Encyclopædia Britannica. Encyclopædia Britannica, inc. Accessed February 23, 2021. 
https://www.britannica.com/event/Geneva-Conventions.   
2 Ibid 
3 Ibid 
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I. Cyberwarfare 

“With great power, comes great responsibility”  

- Uncle Ben 

Introduction  

Warfare has always come in different forms, and it continuously adapts to the times 

in which it finds itself. The modernization of weapons and warfare equipment leads hand in 

hand with technological advances4. Moreover, warfare forces a state to continuously self-

improve, to ensure that they have the upper hand against a potential rival pushing the 

creation of newer technologies5. The advances in technology have also changed the landscape 

of warfare time and time again; from earth, to the seas, to the skies and now along 

cyberspace6. Combat was once hand to hand, whereas it now can take the form of drone 

strikes and cyberattacks, to name a few. However, despite the differences between the 

traditional physical and novel cyber spaces, the lines between physical warfare and 

cyberwarfare are becoming increasingly more blurred7. Physical attacks can often be 

retaliated through cyber attacks, and cyber attacks can physically destroy material things8. A 

new mode of war is flourishing, and it may very well be our future.  

  

 
4 Denise Chow, “7 Technologies That Transformed Warfare,” LiveScience (Purch, November 19, 2013), 
https://www.livescience.com/41321-military-war-technologies.html. 
5 Ibid 
6 Bruce Sussman, “Cyber War vs. Traditional War: The Difference Is Fading,” Cybersecurity Conferences &amp; News, December 27, 2019, 
https://www.secureworldexpo.com/industry-news/cyber-war-vs-traditional-war. 
7 Ibid 
8 Ibid 
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The goal of this committee is to create legislation to address the main challenges 

surrounding the legality of cyberwarfare. There is legislation surrounding traditional war, but 

there is a serious gap when it comes to cyberspace. We present several case studies presented; 

our goal is not for delegates to discuss these, but to understand the fallacies in their handling 

in order to create more accurate and efficient resolutions.  

What Is Cyberwarfare? 

According to Britannica, cyberwarfare is defined as “war conducted in and from 

computers and the networks connecting them, waged by states or their proxies against other 

states”9. In layman’s terms, cyberwarfare is conducted in cyberspace, and is characterized by 

the attack of one state against another, whether through direct or indirect methods. 

Cyberspace includes the computers and networks that connect them, and it contains three 

domains, all of which are vulnerable to attack10. The first is a physical domain; this includes 

the computers, satellites, or any hardware that allows for the establishment of cyberspace; 

the second contains the information that determines the hardware’s function, the software11. 

The third and final domain is the analysis and interaction that we, as people, have with this 

technology12. The destruction of physical property from direct attack, if that physical property 

contributes to cyberspace, is considered cyberwarfare13. The rarely regulated component of 

cyberwarfare is the discharge of malware, a software that can corrupt or destroy data, often 

leading to physical repercussions; there are also attacks that target the third domain of 

cyberspace, including hacks and information theft. A major challenge is that perpetuity of the 

 
9John B. Sheldon , “Cyberwar,” Encyclopædia Britannica (Encyclopædia Britannica, inc., May 25, 2016), 
https://www.britannica.com/topic/cyberwar. 
10 Ibid 
11 Ibid 
12 Ibid 
13 Ibid 
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threat, the possible frequency of the attack, poses a difficult challenge for states attempting 

to maintain their cybersecurity.  

The definition of cyberwarfare is not universally accepted, with some states calling for 

the use of various terms, such as “cyberespionage”, as opposed to placing all types of cyber 

actions under the blanket term “cyberwarfare”14. The reason for these different definitions is 

that certain actions have a larger scale than others; the term “warfare” is often associated 

with military actions and can have international legal ramifications15.  

Two types of cyberwarfare that are often universally recognized as uses of force are 

cyberattacks and cybersabotage. According to the Merriam-Webster Dictionary, a 

cyberattack is defined as “an attempt to gain illegal access to a computer system for the 

purpose of causing damage or harm”16. Cybersabotage occurs when the infiltration of a 

cyberspace results in the disruption of normal functions by the prevention of usage, or 

destruction of physical goods17. There are other forms of cyber misconduct that won’t be 

discussed. 

Despite agreeing upon general definitions for these subtypes of cyberwarfare, there 

is a lack of consensus when it comes to labelling cyber acts of hostility with said definitions18. 

States disagree on whether hacks qualify as cyberattacks or cybersabotage, and they also 

disagree on whether these actions are illegal.  

 
14Ibid 
15Ibid 
16Merriam-Webster.com Dictionary, s.v. “cyberattack,” accessed February 23, 2021, https://www.merriam-
webster.com/dictionary/cyberattack. 
17 Thomas Rid, “Cyber-Sabotage Is Easy,” Foreign Policy, July 23, 2013, https://foreignpolicy.com/2013/07/23/cyber-sabotage-is-easy/. 
18John B. Sheldon , “Cyberwar,” Encyclopædia Britannica (Encyclopædia Britannica, inc., May 25, 2016), 
https://www.britannica.com/topic/cyberwar. 
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UN Legislation and Policy 

To date, there is no accepted international doctrine associated directly with 

cyberwarfare; no clauses in the Charter, no international legal legislation, nor any UN 

resolutions. With the recent emergence of these capabilities, there is no major piece of 

legislation from the UN that specifically targets cyberwarfare. That being said, there are many 

clauses of the Charter of Rights and Freedoms that can be applied to cyberwarfare, despite 

the lack of explicit statements; moreover, it is widely accepted that current international laws 

surrounding war can be applied to this new cyberspace.  

There are three main laws that are now considered to encompass cyberwarfare. 

Article 2(4) states, “All members shall refrain in their international relations from the threat 

or use of force against the territorial integrity or political independence of any state, or in any 

other manner inconsistent with the Purposes of the United Nations”; this essentially preaches 

the prohibition of the use of force19. There are two exceptions to this rule which occur in the 

interest of self-defense. Article 51 states, “nothing in the present Charter shall impair the 

inherent right of individual or collective self-defence if an armed attack occurs against a 

Member of the United Nations, until the Security Council has taken measures necessary to 

maintain international peace and security”; this means that in the time that it takes for peace 

to be restored, the affected nation is able to retaliate and defend itself20. Moreover, the 

Security Council resolution states that a use of force is legal in the instance of a “threat to 

peace, breach of peace and act of aggression”21. Although this may seem quite promising, the 

lack of consensus surrounding interpretations of definitions often lead to inaction. 

 
19“Article 2(1-5) ,” United Nations (United Nations, 2021), https://legal.un.org/repertory/art2.shtml. 
20 “Article 51,” United Nations (United Nations, 2021), https://legal.un.org/repertory/art51.shtml. 
21 Anna-Maria Talihärm, “Towards Cyberpeace: Managing Cyberwar Through International Cooperation,” United Nations (United Nations), 
accessed February 24, 2021, https://www.un.org/en/chronicle/article/towards-cyberpeace-managing-cyberwar-through-international-
cooperation. 
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Additionally, the UN General Assembly established the Group of Governmental 

Experts on Developments in the Field of Information and Telecommunications in the Context 

of International Security, commonly known as GGE, to discuss international security amidst 

an emerging cyberspace; in a non-binding consensus established by the GGE, A/70/174, 

cyberspace regulations were set out22. This document uses the term “ICT”, or “Information 

technology infrastructure”, which delineates the first two components of cyberspace: the 

physical and the virtual. A summary of the report’s 28th clause: 

a) States have all jurisdiction on ICT within their borders23.  

b) States must respect sovereignty and international human rights.24  

c) The use of ICTs must be peaceful, “for the common good of mankind” and in 

accordance with international laws; this clause has caused much debate, and there is 

no consensus on how to categorize or identify such acts that violate it25. 

d) States cannot use a proxy, a non-state actor on behalf of the state, in order to commit 

crimes, and must ensure that individual actors within their borders respect 

international laws26.  

e) States must act lawfully and meet their obligations as delineated within international 

laws, however non-state actors breaking such rules may not be sufficient enough for 

international prosecution27.  

 
22 U.N. GA GGE, 70th Sess., Item 73, U.N. Doc A/70/174 (July  22, 2015), available from 
https://www.un.org/ga/search/view_doc.asp?symbol=A/70/174 
23Ibid 
24Ibid 
25Ibid 
26Ibid 
27Ibid 



Vanier College Model United Nations Conference 

Page | 10 

Despite the establishment of this group, there is limited success on international 

consensus surrounding the application of international law within cyberspace and there are 

disagreements on how consequences of these laws apply.  

In 2013, the Tallinn Manual on the International Law Applicable to Cyber Warfare was 

written by Cooperative Cyber Defence Centre of Excellence, a NATO-associated group; this 

manual was written in response to the 2007 cyber attacks launched against Estonia28. This 

non-binding agreement does not dictate what breaches international law and what doesn’t; 

it simply is a collection of perspectives surrounding cyberwarfare among members of NATO29. 

The 200 page document tackles many regulations, but a few stand out. Some rules agree with 

GGE operations, such as respecting sovereignty, allowing states to dictate the ICT operations 

within their borders, not allowing private citizens to violate laws established within the 

international community, to name a few30. In terms of the State’s responsibility towards 

keeping their citizens in check, the difference with the Tallinn Manual is that “neither physical 

damage nor injury is required for a cyber act to be an internationally wrongful act”, whereas 

most UN legislation requires some sort of physical damage or human rights violated31. When 

such a wrongful act occurs, the Tallinn Manual states that appropriate countermeasures are 

allowed; “a State injured by an internationally wrongful act may resort to proportionate 

countermeasures, including cyber countermeasures, against the responsible State”32. Even 

with this extensive document, there are shortcomings.  

 
28 Eric Talbot Jensen, “The Tallinn Manual 2.0: Highlights and Insights,” Georgetown Journal of International Law, accessed February 23, 
2021, https://www.law.georgetown.edu/international-law-journal/wp-content/uploads/sites/21/2018/05/48-3-The-Tallinn-Manual-
2.0.pdf.  
29 Ibid 
30 Ibid 
31 Ibid 
32 Ibid 

https://www.law.georgetown.edu/international-law-journal/wp-content/uploads/sites/21/2018/05/48-3-The-Tallinn-Manual-2.0.pdf
https://www.law.georgetown.edu/international-law-journal/wp-content/uploads/sites/21/2018/05/48-3-The-Tallinn-Manual-2.0.pdf
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Case Studies  

Cyber Attacks in Estonia, 2007 

The cyberattack in Estonia was the world’s first of its kind; it lasted two weeks, and 

involved the blockage of major websites within the country33. There were various types of 

attacks, some leading to defamation on the website itself, others using Denial-of-Service 

Attacks, or DDoS attacks34. The goal of these attacks are to make a particular network 

unavailable to users and those in charge of the website, by disrupting services; in Estonia, 

these attacks targeted their parliament, their banks, the press and ministries to name a few35. 

Estonia’s lack of infrastructure, with it being a small nation, made it vulnerable to these types 

of attacks. This particular case stemmed from the debate surrounding the removal of a bronze 

statue in Estonia, that originated from its Soviet Union; the erection of this statue was the 

object of diplomatic tensions between Russia and Estonia, and it was the subject of many 

protests in Estonia itself36. It was found that a number of the perpetrators were under Russian 

authority; despite this, the Russian government refused to charge said citizens37. A similar 

situation to this one occurred in Georgia, in 2008.  This attack was revolutionary in the sense 

that it essentially created a new sphere where international conflict was possible, which 

opened the door to various other types of cyberattacks38.  

International Community Response:  

 
33 Deceth, “The Cyber-Attacks in Estonia, August 2007,” Software Engineer Training, October 5, 2012, http://software-engineer-
training.com/the-cyber-attacks-in-estonia-august-2007/.  
34 Steve Weisman, “What Is a DDoS Attack?,” Norton, July 23, 2020, https://us.norton.com/internetsecurity-emerging-threats-what-is-a-
ddos-attack-30sectech-by-norton.html.  
35Deceth, “The Cyber-Attacks in Estonia, August 2007,” Software Engineer Training, October 5, 2012, http://software-engineer-
training.com/the-cyber-attacks-in-estonia-august-2007/.  
36Ibid 
37Ibid 
38Ibid 

http://software-engineer-training.com/the-cyber-attacks-in-estonia-august-2007/
http://software-engineer-training.com/the-cyber-attacks-in-estonia-august-2007/
https://us.norton.com/internetsecurity-emerging-threats-what-is-a-ddos-attack-30sectech-by-norton.html
https://us.norton.com/internetsecurity-emerging-threats-what-is-a-ddos-attack-30sectech-by-norton.html
http://software-engineer-training.com/the-cyber-attacks-in-estonia-august-2007/
http://software-engineer-training.com/the-cyber-attacks-in-estonia-august-2007/
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In the United Nations, responses on this hack were scarce; this wasn’t necessarily 

confirmed as a government launched attack, there was no damage to physical goods nor any 

injuries. However, the one body that could have defended Estonia was NATO. In NATO’s 

agreement, there is an understanding that if one member is attacked or goes to war, whether 

it be in a physical space or in cyberspace, allies will defend one another39. However, in order 

for that clause to apply, a major loss of life needs to apply in a sense that is analogous to 

traditional military aggression; in this case, that clause did not qualify40.  

This led to the formation of the Cooperative Cyber Defence Centre of Excellence, a 

NATO-associated organization that brought together experts internationally to create 

guidelines surrounding International Law in cyberwarfare; this centre wrote both editions of 

the Tallinn Manual41.  

STUXNET, 2010  

STUXNET was a computer worm unleashed upon Iran’s nuclear programme, in 2010, 

which was set to destroy it; this piece of code was able to infiltrate the hardware, and it 

arguably the most consequential malware ever written42. This computer worm was able to 

target SCADA, systems which control the technology of power plants43. In particular, this 

malware targeted SCADA systems from Siemens AE44. SCADA systems can work in conjunction 

with frequency-converter drives, which control the speeds of various motors45. When 

 
39Damien McGuinness, “How a Cyber Attack Transformed Estonia,” BBC News (BBC, April 27, 2017), 
https://www.bbc.com/news/39655415. 
40Ibid 
41Ibid 
42The Editors of Encyclopaedia Britannica, “Stuxnet,” Encyclopædia Britannica (Encyclopædia Britannica, inc.), accessed February 24, 2021, 
https://www.britannica.com/technology/Stuxnet. 
43Ibid  
44Ibid 
45Ibid 
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STUXNET infiltrated, it was able to adjust the motor speeds; overly fast motor speeds lead to 

the destruction of the technology itself46. 

The two nations alleged to be involved in launching this attack are the United States 

and Israel; although no confirmation from either nation confirmed this allegation to be true, 

as officials from each country refuse to acknowledge the incident47. There is much that is 

unknown about STUXNET, as even the Iranian government refused to acknowledge the full 

extent of the impact of the attack48. 

International Community Response:  

At a Security Council meeting, the Iranian Foreign minister addressed the council and 

stated that the actions of STUXNET was a violation of a number of the principles of the UN 

Charter, as well as a breach of international law49. However, this situation is not incredibly 

clear; Iran refused to disclose the extent of the damage or to even name STUXNET. The silence 

from the Iranian government combined with the lack of legislation created ultimately no 

action from the UN Council50.  

However, there have been scholarly reviews of this incident, and whether the Iranian 

government’s claims of the breach of the UN Charter are correct. One Professor Roscini, an 

expert of international law from the University of Westminster, states that depending on the 

definition of the events surrounding STUXNET, it could have violated Article 2(4)51. If STUXNET 

was an unprovoked attack against Iran, then it would be in violation of the first principle, 

 
46Ibid 
47Ibid 
48Gary D. Brown, “Why Iran Didn’t Admit Stuxnet Was an Attack,” JFQ, no. 63 (2011): pp. 70-73, 
https://cdn.mashreghnews.ir/old/files/fa/news/1390/8/10/106702_309.pdf. 
49Michelle Nichols, “Iran Says Terrorism Includes Any Attack on Nuclear Facility,” Reuters (Thomson Reuters, September 28, 2012), 

https://www.reuters.com/article/cnews-us-un-assembly-nuclear-iran-idCABRE88R13O20120928. 
50Gary D. Brown, “Why Iran Didn’t Admit Stuxnet Was an Attack,” JFQ, no. 63 (2011): pp. 70-73, 
https://cdn.mashreghnews.ir/old/files/fa/news/1390/8/10/106702_309.pdf. 
51Marco Roscini, “Did Stuxnet Breach the UN Charter's 'Principles'?,” Arms Control Law, October 17, 2013, 
https://armscontrollaw.com/2012/10/09/did-stuxnet-breach-the-un-charters-principles/. 
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surrounding the sovereignty of states and stating that it is not lawful to unprovokingly attack 

another nation52. However, if it is argued that Iran’s nuclear programme posed a larger threat 

internationally, by that same principle, this attack could have been considered a 

countermeasure, which is lawful53.  

The interpretation differs slightly according to the Tallinn Manual, a non-binding 

International Law document surrounding cyberwarfare. According to its interpretations, 

STUXNET is considered an armed attack itself, which would have violated the principles of the 

UN Charter. It states that “[a] cyber operation constitutes a use of force when its scale and 

effects are comparable to non-cyber operations rising to the level of a use of force”; in this 

case, STUXNET would qualify due to the physical destruction54. Due to the non-binding nature 

of the document, this analysis is meaningless in the eyes of international law55.  

Attack on Ukraine Power Grid, 2015 & 2016 

In December 2015, a group of Russian hackers attacked the Prykarpattyaoblenergo 

control center, shutting off power for approximately 225,000 residents56. First, the hackers 

compromised the corporate networks and did so by using BlackEnergy malware57. Once that 

was done, they needed to seize the supervisory control and data acquisition, or SCADA; they 

were able to switch electrical substations off58. Hackers were able to access their desktop, 

they kicked the users out of their accounts, and they manually switched off the substations 

 
52Ibid 
53Ibid 
54Eric Talbot Jensen, “The Tallinn Manual 2.0: Highlights and Insights,” Georgetown Journal of International Law, accessed February 23, 
2021, https://www.law.georgetown.edu/international-law-journal/wp-content/uploads/sites/21/2018/05/48-3-The-Tallinn-Manual-
2.0.pdf. 
55Ibid 
56 Kim Zetter, “Inside the Cunning, Unprecedented Hack of Ukraine's Power Grid,” Wired (Conde Nast, March 3, 2016), 
https://www.wired.com/2016/03/inside-cunning-unprecedented-hack-ukraines-power-grid/. 
57Ibid 
58Ibid 
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which allocated how energy was distributed59. Following this, there was destruction of IT 

infrastructure and files; TDoS attacks were also employed on the call-centers to buy time, and 

preventing both employees and consumers from adequately reacting to the attack60. 

Moreover, there were a string of further attacks in 2016, notably concerning a fifth of Kiev’s 

population, also rumoured to have been the result of Russian attacks; Industroyer acted 

luckily only for an hour61.  

International Community Response:  

Conflicts between Russia and Ukraine, historically, are incredibly common; from 

cybercrimes, to military interventions disrespecting sovereignty, to propaganda and 

falsehoods62. The UN took strong actions against Russia surrounding the annexation of 

Crimea, including sanctions from the international community and Russia’s actions are being 

scrutinized by the ICC and the ICJ63. In 2020, Iran shot down a Ukrainian plane with the use of 

Russian equipment, which proceeded to further escalate conflict between the two nations64. 

There does not appear to have been a UN response specifically towards the 

Prykarpattyaoblenergo BlackEnergy malware or the Industroyer attacks65.  

Hack of the DNC, 2016 

During the 2016 US election, the Democratic Party’s networks and emails of members 

of Hillary Clinton’s campaigns were hacked. Although this was not an attack that led to the 

destruction of physical material or the deletion of files, it was strongly believed that this hack 

 
59Ibid 
60Ibid 
61Ibid 
62John R. Curran, “Russian-Ukrainian Conflict Explained,” HuffPost (HuffPost, March 12, 2015), https://www.huffpost.com/entry/russian-
ukrainian-conflict-explained_b_4909192. 
63“Russian Aggression,” Permanent Mission of Ukraine to the United Nations in New York (Permanent Mission of Ukraine to the United 
Nations, 2016), http://ukraineun.org/en/ukraine-and-un/russian-aggression/. 
64Ibid  
65Ibid 
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was politically motivated, with the intention of influencing the outcome of said election66. It 

is alleged that the hackers held a bias for Clinton’s opponent, and that they acted in a way to 

benefit him67. Members of Hillary Clinton’s campaign were sent “spear-phishing” emails; 

these were sent in order to get credentials for someone’s account68. Once the server was 

accessed, over 50,000 emails were stolen, information from over 500,000 voters was 

compromised, donations sent to “ActBlue”, a liberal-leaning non-profit were redirected to a 

fake domain “ActBlues”, and information on the Democratic campaign were released as 

propaganda69. The information released was in conjunction with WikiLeaks, an international 

organization that publishes news leaks. The hackers accused of setting off this attack went 

under the name “Guccifer 2.0”, yet they were alleged to be strongly tied to GRU, the Russian 

equivalent of the American CIA70. After months of investigation, Robert Mueller and his team 

announced indictments against 12 Russians, accusing these individuals of trying to sway the 

outcome of their election71.  

International Community Response:  

In response to the hack, the Secretary General of the United Nations, Antonio 

Guterres, urged the UN to invest more time in discussion surrounding cyberwarfare and their 

role in international law; additionally to this, the UN did not get involved72.  

Analyses from various institutional law experts do not consider this act “an act of war” 

nor an attack; this means that Article 51, the “inherent right of individual or collective self-

 
66Philip Bump, “Analysis | Timeline: How Russian Agents Allegedly Hacked the DNC and Clinton's Campaign,” The Washington Post (WP 
Company, March 29, 2019), https://www.washingtonpost.com/news/politics/wp/2018/07/13/timeline-how-russian-agents-allegedly-
hacked-the-dnc-and-clintons-campaign/. 
67Ibid 
68Ibid 
69Ibid 
70Ibid 
71Ibid 
72Andrei Khalip, “U.N. Chief Urges Global Rules for Cyber Warfare,” Reuters (Thomson Reuters, February 19, 2018), 
https://www.reuters.com/article/us-un-guterres-cyber-idUSKCN1G31Q4. 
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defence if an armed attack occurs against a Member of the United Nations”, does not apply73.  

Moreover, even by Tallinn Manual standards, this attack did not constitute a use of force, as 

it was not comparable to a physical attack, nor did it render the DNC’s operations unusable74. 

By the Tallinn Manual’s guidelines, this is an incorrect act which can be combated with 

countermeasures; “a State injured by an internationally wrongful act may resort to 

proportionate countermeasures, including cyber countermeasures, against the responsible 

State”75. For one, the Tallinn Manual is non-binding. However, the confusion in the legislation 

surrounds the concept of “proportionate countermeasures”; it is unclear how to measure 

such countermeasures76. For example, if an autocratic country were to hack a democratic 

country’s election, it is unclear how the democratic country should retaliate77.  

  

 
73Ram Sachs, “Hacking the Election,” Yale Journal of International Law (Yale University, October 28, 2016), 
https://www.yjil.yale.edu/hacking-the-election/. 
74Eric Talbot Jensen, “The Tallinn Manual 2.0: Highlights and Insights,” Georgetown Journal of International Law, accessed February 23, 
2021, https://www.law.georgetown.edu/international-law-journal/wp-content/uploads/sites/21/2018/05/48-3-The-Tallinn-Manual-
2.0.pdf. 
75Ibid 
76Joey Johnson, “The DNC Hack Was Not an Act of War: What We Call It under International Law Should Influence Our Response,” CCBJ 
(Premise Health, February 24, 2017), https://ccbjournal.com/articles/dnc-hack-was-not-act-war-what-we-call-it-under-international-law-
should-influence-our. 
77Ibid 
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Main Issues Surrounding Legislation  

There are many complications in the legislation of such a complicated topic; here are 

some examples, enumerated in no particular order.  

It is unsure how the Geneva Convention itself is applied to cyberwarfare.  

The Secretary-General of the UN, Antonio Guterres, stated in 2018 that he wished for 

an additional establishment of laws surrounding cyberwarfare, and cyber attacks78. He cited 

that in cases where international laws surrounding warfare, a Geneva Convention is often 

established79. However, as was mentioned in the foreword, the Geneva Convention focuses 

solely on human rights associated with war; as cyberwarfare is not consequential to an 

individual, it is difficult to establish international law that considers other ramifications80. This 

is why there has not been a meeting on such a topic, until now.  

States cannot agree on definitions for different actions 

As it was seen in Article 2(4), the use of force against another member of the UN is an 

illegal act81. However, when it comes to cyberwarfare, it is difficult to establish whether an 

action is considered “a use of force” or not; moreover, there is no consensus on which acts 

constitute a use of force if any82. Some states believe that cyberattacks are uses of force, but 

cyberespionage does not qualify, whereas others believe that the lack of physical destruction 

or physical injuries does not allow cyberwarfare to qualify as a use of force83. Conversely, if a 

cyberattack is undergone, states may argue that their actions were in response to a cyber 

 
78Andrei Khalip, “U.N. Chief Urges Global Rules for Cyber Warfare,” Reuters (Thomson Reuters, February 19, 2018), 
https://www.reuters.com/article/us-un-guterres-cyber-idUSKCN1G31Q4. 
79Ibid 
80Ibid 
81“Article 2(1-5),” United Nations (United Nations, 2021), https://legal.un.org/repertory/art2.shtml. 
82Kristen Eichensehr, “Cyberattack Attribution and International Law,” Just Security, July 24, 2020, 
https://www.justsecurity.org/71640/cyberattack-attribution-and-international-law/. 
83Ibid 



The 5th Geneva Convention On Cyberwarfare 

Page | 19  

threat, which is also difficult to define. If the international community cannot agree upon 

definitions and classify different actions, no consequences can occur.  

The GGE Consensus Non-Binding Report is not sufficient for adequate legislation 

For one, since this is a non-binding report, there are no legal ramifications to breaking 

the rules outlined in the report. Moreover, there is ambiguity in some of the clauses. For one, 

the clauses reference laws that refer to state sovereignty, non-intervention and peaceful 

resolution of conflict, however they do not enumerate which articles of the Charter and other 

international laws specifically; this can lead to differing interpretations84. Moreover, it asks 

nations to use ICT for “the common good of mankind”, with no description or explanation of 

how to define “the common good of mankind”, how to put such a goal into practice, and 

which acts violate this principle85. 

The Tallinn Manual has some shortcomings 

There are two editions of the Tallinn Manual, however since this was created by a 

NATO-associated organism and not a UN-associated committee, it has no meaning on the 

international stage86. Moreover, it is non-binding, meaning that the manual is a collection of 

suggestions and agreements between north-western nations, yet it is not even binding 

between them. Another issue with the manual is that it takes all disagreements into account, 

whether the scale, and writes them into the manual87. This means that even within the 

suggestions, there is room for interpretation and disagreement; at some parts, the manual 

 
84U.N. GA GGE, 70th Sess., Item 73, U.N. Doc A/70/174 (July 22, 2015), available from 
https://www.un.org/ga/search/view_doc.asp?symbol=A/70/174 
85Ibid 
86Eric Talbot Jensen, “The Tallinn Manual 2.0: Highlights and Insights,” Georgetown Journal of International Law, accessed February 23, 
2021, https://www.law.georgetown.edu/international-law-journal/wp-content/uploads/sites/21/2018/05/48-3-The-Tallinn-Manual-
2.0.pdf. 
87Ibid 
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can be ambiguous. Even within the concept of sovereignty, there are disagreements on the 

enforceability of respecting this principle88. In terms of jurisdiction, it states that states are 

responsible for monitoring cyberwarfare principles that are breached within its borders, 

however it is unclear on how that should be enforced; should a state be penalized for being 

unaware of a non-state attack?89 Finally, it is stated that countermeasures should be 

proportionate to the initial attack, but it is unclear how this should be determined. 

States involved often do not discuss the situation, making any UN actions 

impossible 

Since these actions are not incredibly explicit, they often don’t happen in a physical 

space, attacks can easily be kept secret, between the perpetrators and the victims90. There 

are a number of reasons that victims of these attacks are reluctant to share them. For one, 

embarrassment could play a role; a state government falling victim to a cyberattack could 

portray a show of weakness91. Moreover, the difficulty of attribution of these attacks is also 

a reality; not knowing who carried out this attack may prevent a state from taking proper 

actions and they may prioritize the creation of resources improving their defense92. Finally, 

the lack of proper legislation may make a victim unsure of the legality of the action against 

them; they may believe that what occurred was legal due to legal ambiguity93.  

 
88Ibid 
89Ibid 
90 Kristen Eichensehr, “Cyberattack Attribution and International Law,” Just Security, July 24, 2020, 
https://www.justsecurity.org/71640/cyberattack-attribution-and-international-law/. 
91 Gary D. Brown, “Why Iran Didn’t Admit Stuxnet Was an Attack,” JFQ, no. 63 (2011): pp. 70-73, 
https://cdn.mashreghnews.ir/old/files/fa/news/1390/8/10/106702_309.pdf. 
92Ibid 
93Ibid 
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Conclusion  

To conclude, there is currently no international consensus surrounding the use of 

cyberwarfare, nor are there internationally respected laws that pertain specifically to 

violation of the international cyberspace. Various disagreements, even among members who 

drafted a document such as the Tallinn Manual, continue to be rampant. Increasing 

technological advances will continue to create divides, and with no restrictions, it could lead 

to disaster. With the meeting of the 5th Geneva Convention, now located in Montreal, the 

hope is that once and for all, the international community will properly evaluate and solve 

the challenges surrounding cyberwarfare.  

Questions to consider 

1. What constitutes a “use of force” in the context of cyberspace?  Does a “use of 

force” only have to damage physical assets and people? 

2. What role should the Tallinn manual play in the creation of international laws 

surrounding cyberwarfare?  

3. In each of the case studies, were any crimes committed? If so, what consequences 

should perpetrators have to face? 

4. Looking over the case studies, what legislation/actions could the UN have taken to 

improve the outcome and accountability surrounding this situation? What can the 

Geneva Convention do to ensure that the next time an attack like this happens, 

proper accountability measures are put in place? 

5. What should be the consequences of any international cyberwarfare laws that this 

committee creates? How should perpetrators be held accountable? 



Vanier College Model United Nations Conference 

Page | 22 

6. Should there be a different degree of response to an attack if it’s led by a 

government compared to individual citizens? What could be some issues in 

identifying what constitutes a government-level attack compared to an individual 

perpetrator? 

7. Some nations, with less developed cybersecurity networks, are less equipped to 

handle cyberwarfare; ie. Russia compared to Estonia, Georgia and Ukraine. Should 

the UN consider this inequity in their legislation, and if so, how?  

Some really helpful resources for additional research information: 

Chatham House Study on the Legality of Cyberwarfare 

Cyberwarfare; main issues and concerns 

The Growing Threat of Cyberattacks   

  

https://www.chathamhouse.org/2019/12/application-international-law-state-cyberattacks/4-application-law-case-studies
https://www.sciencedirect.com/science/article/pii/S0167404814001692
https://www.heritage.org/cybersecurity/heritage-explains/the-growing-threat-cyberattacks
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II. Artificial Intelligence 

“Technology is best when is brings people together”  

-Matt Mullenweg  

Introduction  

Most of you, the delegates reading this background paper, have used artificial 

intelligence in your lives, and often without even knowing it. In reality, artificial intelligence 

as we have stereotypically known it is only a small part of the magnitude that such a 

technology has taken into our daily lives. It’s much more than simply robots who can 

communicate with humans. The fact is, artificial intelligence already runs our world. Social 

media statistics from 2019 show that there are 3.5 billion social media users worldwide, and 

this number is only growing. That equates to about 45% of the current population.94  

The social media giants of this world, such as Facebook, Instagram, Twitter, all have 

rooms full of massive computers, deeply interconnected with one another and sending info 

back and forth in order to create what makes social media so appealing; the algorithms.95 

Such algorithms are sometimes so complicated, complex, and adaptable to each and every 

unique individual user that it can earn the distinction of being called intelligence. Algorithms 

are optimized to respond to a specific definition of success, in this case, generating 

commercial profits. 96 

The goal of this committee is to create legislation to address the main 

challenges surrounding the legality of artificial intelligence through its use in 

 
94 Social Media Marketing Statistics. https://www.oberlo.com/blog/social-media-marketing-statistics 
95 Jeff Orlowski. The Social Dilemma. United States: Netflix, 2020. 
96 Jeff Orlowski. The Social Dilemma. United States: Netflix, 2020. 
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social media. There is legislation surrounding freedom of speech, but there is a 

serious gap when it comes to the prevention of hate crimes, fake news, and other 

social dilemmas. Moreover, there are a number of case studies presented; our 

goal is not for delegates to discuss these, but to understand the fallacies in their 

handling by the UN in order to create more accurate and efficient resolutions.  

What Is Artificial Intelligence? 

Before getting into the general theme of this topic, we must set clear bases. What is 

artificial intelligence? Artificial intelligence (AI) is, as described by Brittanica, “the ability of a 

digital computer or computer-controlled robot to perform tasks commonly associated with 

intelligent beings”97. Artificial intelligence is commonly referred to as machine learning and 

was originally developed to enable computers to learn. The concept of AI is often associated 

with the project of creating systems that are imbued with the same processes that are 

characteristic of humans in terms of intelligence.98 We can name the search for meaning, 

reasoning, learning from past experiences, making assumptions and generalisations, and 

much more. Ever since the first digital computer was developed during World War II, it has 

been shown that computers can execute extremely complex tasks with rigour and successful 

achievements.99 However, even if technology keeps going forward and keeps evolving to 

increase the speed and memory capacity of such technological instruments, we have yet to 

create a program that can replicate the human characteristic of flexibility and adaptability to 

both everyday life situations and wider spheres of life that do not address them particularly. 

 
97 Copeland, B.J.. “Artificial Intelligence.” Encyclopædia Britannica. Encyclopædia Britannica, inc. Accessed February 24, 
2021.https://www.britannica.com/technology/artificial-intelligence 
98 Ibid 
99 Copeland, B.J.. “Artificial Intelligence.” Encyclopædia Britannica. Encyclopædia Britannica, inc. Accessed February 24, 
2021.https://www.britannica.com/technology/artificial-intelligence 

https://www.britannica.com/technology/computer
https://www.britannica.com/technology/robot-technology
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Some programs have managed to attain the same levels of performance of human experts 

and professionals in specific and very distinct tasks. Artificial intelligence may be limited to 

explore only a specific task, and lacks the malleability of the human mind, but it excels within 

their own specified field, fields that can be extremely diverse, going from engineering, facial 

recognition, or social media algorithms. 100  

The first AI program was created in 1951 by the later director of the Programming 

Research Group at Oxford University, Chistopher Strachey. His checkers program only ran at 

the University of Manchester, in England, on a Ferranti Mark I computer. By the summer of 

1952 this program could “play a complete game of checkers at a reasonable speed.” 

 Artificial intelligence algorithms, specifically, address different aspects of computer 

science and mathematics, such as pattern recognition, predictive modeling, genetic 

programming, inference, and data analytics.101 Artificial Intelligence algorithms is an 

extremely extensive field consisting mainly of Machine Learning algorithms and Deep 

Learning Algorithms. Their main goal is to enable computers to learn on their own and make 

a decision or find useful patterns. Those algorithms do not need to be taught, they learn from 

the data itself. In a broader sense, learning can be divided into 3 categories102: 

1. Supervised Learning: This describes when the algorithm model learns from the data 

that is presented to predict output for a similar input data. 

2. Unsupervised Learning: This type of learning refers to when the output and input data 

is unknown and must be predicted.  

3. Reinforcement Learning: Algorithms learn to perform an action from experience, and 

through trial and error, which action generates the best responses, the biggest profits. 

 
100 Ibid 
101Predictive Modeling Ressources. https://www.artificialintelligencealgorithms.com/ 
102 Ibid 
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The objective is to choose actions that maximize and optimize the expected reward 

over a given amount of time to make such actions more profitable. 

While artificial intelligence will never reach the point of human intelligence, it can use 

inherently human problems that they encounter and solve to perform similar or the same 

actions as humans do. There are three distinct categories in which these algorithms can be 

divided into103:  

1. Classification: Humans often make decisions based on the concept of classification; 

one could ask a yes or no question, such as “am I hungry?” for example, “will this skirt 

look good on me or not?” In the same way that human minds will process an algorithm 

using previous experience (signs of hunger, how you looked in a skirt), classification 

algorithms will take some input data and will make a decision to make the output 

either “yes” or “no” based on this.  

2. Regression: In this type of algorithm, the output is continuous; there is no specific 

category. One could ask for example “what will be the temperature tomorrow?” A 

human being would therefore think of what time of the year it is, what season, will 

take into account the distinct temperatures of previous days, and will make a 

prediction based on that data.  

3. Clustering: Most of the time, we do not need to ask a question or wonder about a 

concept to distinguish differences in what we see in our daily lives. Algorithms work 

the same way. Our minds differentiate young people from older people, separate dogs 

from cats, or even see and find different patterns in what we have in front of us. Our 

acute sensitivity to similarities and differences is what algorithms are trying to 

replicate to better match our interests.  

 
103 Predictive Modeling Ressources. https://www.artificialintelligencealgorithms.com/ 
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Where the Problem Arises  

As it was mentioned previously, artificial intelligence already rules our world, and will 

not disappear any time soon. Humans are continuously looking for a way to surpass their 

previous actions, and to perform and compete with themselves in order to create the best 

technology ever seen before. This feeling is inherently and will not be suppressed any time 

soon, despite all the difficulties and the harm that their creations create in return. Algorithms 

in the sphere of social media, especially, are not objective.104 They are designed to notice the 

patterns in our behaviour, our consumption, our interests, to generate commercial profits. 

When a developer at Facebook, for example, creates a program, they simply give the final 

goal to the program, to obtain x or y outcome, and the computer, through the process of 

machine learning, teaches itself how to do it and to always achieve the goal that was set in 

the most efficient way possible.105 Algorithms being optimized to generate success and to 

perfectly mold oneIs habits to generate an outcome makes it that every day, through trial and 

error, the algorithm gets better at picking the right posts, at the right time, in the right order. 

Even if a person writes the program, the algorithm has a mind of its own that will allow itself 

to improve and to adapt to all situations.106  

Henceforth, when creating an algorithm, the people writing the program and creating 

the system can never be fully aware or certain of what the content is gonna look like, what 

will be trending, or what will better achieve the goal that they set up to attain, regardless of 

how it gets there. Those algorithms are therefore controlling the information that we see, 

that we hear, through its objective to obtain an outcome x or y.107  

 
104 Jeff Orlowski. The Social Dilemma. United States: Netflix, 2020. 
105 Ibid 
106 Ibid 
107 Jeff Orlowski. The Social Dilemma. United States: Netflix, 2020. 
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Imagine for a second if Wikipedia had an algorithm similar to the one used by social 

media apps, that knows how to adapt itself to make it more appealing to you based on your 

interests and what you spend more time viewing. It would be able to give different definitions 

of different terminology to different and unique people. Currently, the younger generations 

use social media as a way to obtain social justice and to politicize their platforms, the 

definitions and the political information they receive is different based on what the algorithm 

decides to show them.108 Another example would be typing climate change on Google. One 

is assured to find different results depending on where you live, the political climate in which 

you live in, the beliefs of those around you, and more factors similar to those that come into 

play. Google, however, functions at a greater scale. Two people who live next to each other, 

even in the same household, are still going to see different things on their timeline, since 

those programs are designed to calculate what content is perfect and most interesting  for 

each person since computers calculate what's perfect for each person. This creates individuals 

that are no longer objective, constructive, or open-minded individuals, since one never sees 

diverging opinions on their timeline. Those algorithms are designed to keep the user’s eyes 

on the screen, so they will not risk that by showing information that would possibly not be 

interesting to them.109 By operating on different sets of facts, it makes for an incredibly 

divisive political sphere. Political polarization can be very negative in real life, creating havoc 

and chaos within our world, but remains very effective for keeping people connected, online, 

and engaged in those big companies such as Facebook, Twitter, or Instagram. This social 

divide doesn’t only affect us nationwide; within our own social circle, we are more prone to 

 
108 Ibid 
109 Ibid 
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no longer be friends with those whose views are different than ours.110 We no longer feel the 

need to interact, argue, debate, since the simple “block” button exists.   

This system that self-creates and self-generates through machine learning has created 

a bias for false information. On Twitter, fake news and conspiracy theories spread 6 times 

faster than real news.111 Disinformation has become the business model for profit. By not 

restricting any content, the more unregulated messages a corporation allows, the more 

money they make. During the Coronavirus pandemic, for example, myths about COVID-19 

spread like wildfire on those social media platforms. By handing out fake information to the 

population on the sites that they spend most time on during the day, they end up not knowing 

what is real and what is not. And in the pandemic world we live in, it represents a matter of 

life or death.  

Case Studies: 

Mass media has always played a role in shaping one’s political views and has 

occasionally led to mass conflict, such as the Rwandan Genocide, in which radio stations were 

a primary source of spreading hate 112. However, in these case studies, we will discuss the 

effect of companies using algorithms; notably actions arising from information spread 

through social media companies such as Facebook, Twitter and Reddit.  

Facebook: 

Social media, in particular Facebook, is the best invention ever created in terms of 

tools of persuasion.113 However, in the hands of leaders, this can result as dangerous por the 

 
110 Jeff Orlowski. The Social Dilemma. United States: Netflix, 2020. 
111 Greenermeier, L. PBS News Hours. Retrieved on February 27th, 2021. https://www.pbs.org/newshour/science/false-news-travels-6-
times-faster-on-twitter-than-truthful-news 
112 Ibid 
113  Jeff Orlowski. The Social Dilemma. United States: Netflix, 2020. 
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population. Myanmar, hate speech has dominated the Facebook timelines of the birmanese. 

In fact, when they buy a phone, the first thing they have downloaded, along with the common 

apps provided by the phone, is Facebook.114 Heads of governments and military officials have 

used the social media platform as a new way to manipulate public opinion to incite violence 

against the Rohingya muslims by spreading false narratives with phenomenal ease and 

without needing to spend much money, or simply for free. Myanmar military personnel, to 

be exact, were using Facebook as a tool for ethnic cleansing.115 Posing as fans of pop stars and 

national heroes, the messages soon turned into hatred towards the Islamic community. One 

man went as far as calling Islam a global threat towards Buddhism, while another shared a 

false story about the rape of a Buddhist woman by a Muslim man. The members of the 

Myanmar military, as stated earlier, were the operatives behind a systematic campaign on 

Facebook that went on for half a decade, and that targeted the Rohingya minority group, a 

group composed of mostly muslims.116 The military was able to exploit Facebook’s wide reach 

in Myanmar, a country where 94.8% of the population already has an account, and where the 

website is often confused with the internet itself.117 The military group is guilty of inciting 

murders, rapes and the largest forced human migration in recent history, and while Facebook 

had the bright idea to take down the official accounts of senior Myanmar military leaders in 

August, the biggest part of the propaganda campaign went undetected, using fake accounts 

and names to spill fake information about the Rohingya.118 According to five people who 

 
114 Ibid 
115  Andre, A.The International Angle. “Myanmar: Facebook caused genocide while expanding market.” 
https://theinternationalangle.com/index.php/2020/03/25/myanmar-facebook-caused-genocide-while-expanding-
market/?fbclid=IwAR1hLBl9vRepthb-OvnEpftWYeDieGO6w9u-a91tWQN47LLnrCFt03uPbFM 
116 Mozur, P. The New York Times. “A Genocide Incited on Facebook, With Posts From Myanmar’s Military” 
https://www.nytimes.com/2018/10/15/technology/myanmar-facebook-
genocide.html?fbclid=IwAR2SzCpNclpI8SBHklgXZhyCalhVwvotzljcndDjdrvMC1V_EDLyYWOFcy8 
117  Jeff Orlowski. The Social Dilemma. United States: Netflix, 2020. 
118 Mozur, P. The New York Times. “A Genocide Incited on Facebook, With Posts From Myanmar’s Military” 
https://www.nytimes.com/2018/10/15/technology/myanmar-facebook-
genocide.html?fbclid=IwAR2SzCpNclpI8SBHklgXZhyCalhVwvotzljcndDjdrvMC1V_EDLyYWOFcy8 

https://www.nytimes.com/2018/10/15/technology/myanmar-facebook-genocide.html?fbclid=IwAR2SzCpNclpI8SBHklgXZhyCalhVwvotzljcndDjdrvMC1V_EDLyYWOFcy8
https://www.nytimes.com/2018/10/15/technology/myanmar-facebook-genocide.html?fbclid=IwAR2SzCpNclpI8SBHklgXZhyCalhVwvotzljcndDjdrvMC1V_EDLyYWOFcy8
https://www.nytimes.com/2018/10/15/technology/myanmar-facebook-genocide.html?fbclid=IwAR2SzCpNclpI8SBHklgXZhyCalhVwvotzljcndDjdrvMC1V_EDLyYWOFcy8
https://www.nytimes.com/2018/10/15/technology/myanmar-facebook-genocide.html?fbclid=IwAR2SzCpNclpI8SBHklgXZhyCalhVwvotzljcndDjdrvMC1V_EDLyYWOFcy8
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asked for anonymity for fear of their safety, the campaign includes hundreds of military 

personnel, each with multiple burner accounts, creating fake news and stories, to then post 

them on fake pages, and then flooding those pages with, again, fake comments that had for 

a goal to lit the fire. Little by little, the birmanese population has less and less population over 

who they are, and what they believe.119 The press is supposed to remain impartial and 

neutral; why can't it be the same for social media outlets?  

Facebook and Twitter have both stated that the F.B.I. had warned them that the 

Internet Research Agency, backed by the Kremlin, had set up a network of fake accounts, 

users, and a website. The Russian group that had interfered in the 2016 american presidential 

elections is back through networks of fake accounts and websites designed to look like a left-

wing news site. The Internet Research Agency, a disinformation campaign led by the Kremlin, 

is the first public evidence that the agency is intending to repeat its actions from 2016, and 

for the latest election, they intended to push voters away for Biden, the Democratic 

presidential candidate who has won the election regardless, to favour President Trump. Since 

2016, both Facebook and Twitter are facing constant criticism due to their slow reaction to 

wide-ranging disinformation campaigns.120 Even their own employees state that the 

corporations are not doing what is necessary to prevent those campaigns from happening 

and to confront those important issues, despite being warned by the Federal Bureau of 

Investigation about the Russian disinformation campaign. The biggest problem is, Russia did 

not “hack” Facebook, or Twitter; they were simply using the tools that those corporations 

created for legitimate advertisers and legitimate users and applied to a nefarious purpose. 

 
119 Ibid 
120 Frenkel. S. The New York Times. “Facebook and Twitter Say Russians Are Again Targeting Americans With Disinformation” 
https://www.nytimes.com/2020/09/01/technology/facebook-russia-disinformation-election.html 
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One could compare this to remote-control warfare; one country can manipulate another one, 

without actually invading its physical borders. 121 

UN Response: 

Upon investigations surrounding the Myanmar crisis, the chairman of the U.N. 

Independent International Fact-Finding Mission on Myanmar stated that “[Facebook] has ... 

substantially contributed to the level of acrimony and dissension and conflict, if you will, 

within the public. Hate speech is certainly of course a part of that. As far as the Myanmar 

situation is concerned, social media is Facebook, and Facebook is social media”122. The UN 

acknowledged the role played by Facebook, however no additional legal actions were taken 

against the company.123  

While the United Nations have not taken any measures following the Russian 

disinformation campaign directed towards Western forces such as the United States, recently 

during the COVID-19 pandemic, they have made many attempts at controlling misinformation 

about the virus that has taken over the world. The WHO partnered with Facebook and 

WhatsApp to transmit dedicated messaging services in different languages such as Arabic, 

English, French, Hindi, Italian, Portuguese and Spanish, to share critical guidance on COVID-

19.124 These companies have an immense outreach of up to 2 billion people and would allow 

the WHO to get the facts directly into people’s hands. The WHO, besides transmitting 

authoritative information based on science, is also trying to counter myths. They have 

 
121 Ibid 
122 Tom Miles, “U.N. Investigators Cite Facebook Role in Myanmar Crisis,” Reuters (Thomson Reuters, March 12, 2018), 
https://www.reuters.com/article/us-myanmar-rohingya-facebook-idUSKCN1GO2PN. 
123Ibid 
124 The Department of Global Communications. United Nations.  “5 ways the UN is fighting ‘infodemic’ of 
misinformation”https://www.un.org/en/un-coronavirus-communications-team/five-ways-united-nations-fighting-
%E2%80%98infodemic%E2%80%99-misinformation 
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established the Information Network for Epidemics that unites technical and social media 

teams to respond to misinformation.125 

Twitter: 

In 2016, the Wu Mao army unleashed itself onto the Twittersphere; this group of 

individuals set out to target individuals tweeting about and supporting the Hong Kong 

protests126. This group of individuals is allegedly government backed with ties to the Chinese 

government. In order to silence and shift public opinion surrounding the Hong Kong protests, 

they enlisted 23,750 accounts to post actively; moreover, there were over 150,000 other 

accounts that participated in the amplification of these initial posts127. These actions were an 

example of cyber misinformation, the attempt to spread falsehoods and shift the narrative of 

these protests and in order to discredit and delegitimize the movement, these accounts were 

created128. However, it should be noted that private citizens who insist that they had no 

government connections, were also targeted; there are some questions left unanswered, 

especially since the Chinese government refuses to acknowledge their part in these actions129.  

In another case, specifically regarding the COVID-19 pandemic, it was found that in 

the summer of 2020, Twitter banned approximately 5000 accounts that were allegedly tied 

to China’s government130. It is reported that these accounts are linked to OneSight (Beijing) 

Technology Ltd., a company associated with the Chinese Communist Party and responsible 

 
125 Ibid 
126Kenneth Rapoza, “Twitter Busts China's Info War Campaign Against Hong Kong, Pandemic,” Forbes (Forbes Magazine, June 15, 2020), 
https://www.forbes.com/sites/kenrapoza/2020/06/14/twitter-busts-chinas-info-war-campaign-against-hong-kong-
pandemic/?sh=7f885aa19e2 
127Ibid 
128Ibid 
129 Robyn Dixon, “We Tried to Contact China Users Blocked by Twitter and Facebook. Here's Who Wrote Back,” Los Angeles Times (Los 
Angeles Times, August 22, 2019), https://www.latimes.com/world-nation/story/2019-08-22/anti-hong-kong-users-blocked-by-twitter-and-
facebook-say-theyre-chinese-patriots-not-propagandists. 
130Jeff Kao and Mia Shuang Li, “How China Built a Twitter Propaganda Machine Then Let It Loose on Coronavirus,” ProPublica (Pro Publica 
Inc, March 26, 2020), https://www.propublica.org/article/how-china-built-a-twitter-propaganda-machine-then-let-it-loose-on-
coronavirus. 
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for international meddling, with the primary goal to influence operations and ideals131. They 

were paid to advantageously use Twitter algorithms to acquire more followers, leading to a 

greater sphere of influence for their propaganda; these accounts were either made from 

scratch, using fake names and photos, or already existing accounts were hacked132. Finally, 

China has been accused of detaining approximately 1 million Uyghurs, a Muslim minority 

group in the country; in the Xinjiang region, there are approximately 11 million Uyghurs, 

meaning that approximately 9% of their population is currently detained133. Their detainment 

is justified by the government as a way to fight “extremism” in China; this ethnic minority is 

being forced into labour camps for arbitrary reasons, and these actions have begun to be 

questioned by the international community134. Within these camps, there is abuse, sexual 

assault, and re-education forcing individuals to reject their religion and culture135. However, 

even within the UN community, there are differing statements on the severity of this issue. 

Twitter played a role in the spread of misinformation surrounding the Xinjiang region; the 

Global Times, a Chinese Communist Party organization, paid Twitter to distribute falsehoods 

diminishing the effect of these “re-education camps”136. As with the previous examples, 

Twitter is used to spread Chinese propaganda.  

UN Response:  

There was not much of a response from the UN; these matters were primarily 

discussed privately, with Twitter occasionally deleting hacked accounts spreading 

misinformation. However, the impact is done; some of these campaigns reached 300 million 

 
131Ibid 
132Ibid 
133Gulnaz Uighur, “Opinion: Why Is the UN Ignoring China's Concentration Camps?,” The Independent (Independent Digital News and 
Media, July 2, 2019), https://www.independent.co.uk/voices/china-uighur-muslim-detention-camp-unhrc-xi-jinping-a8983971.html. 
134Ibid 
135Ibid 
136Ryan Gallagher, “Twitter Helped Chinese Government Promote Disinformation on Repression of Uyghurs,” The Intercept (First Look 
Media, August 19, 2019), https://theintercept.com/2019/08/19/twitter-ads-china-uighurs/. 
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people internationally137. Twitter themselves put in stricter regulations involving the spread 

of false information. 

Multinational Corporations and the Law: 

Multinational corporations (MNCs), despite spanning more than one country, are not 

treated at the same levels as states in the eyes of the UN. However, since they happen to 

impact more than one state, they do have a number of international regulations and laws that 

they must follow. A typical multinational corporation includes a parent company in one 

nation-state with subsidiaries in one or more other states. The United Nations continuously 

uses the term “transnational corporation.” 138The main hardship with multinational 

corporations is the accountability, or governance gap caused by the absence of corporate 

regulation in international law. In traditional international law, multinational corporations 

have rights but no obligations. In practice, therefore, multinational corporations are subject 

only to the domestic laws of the different states in which they operate.139 Since states 

compete with each other to attract investment from multinational corporations, the 

regulatory framework applicable to such corporations has a tendency to weaken rather than 

strengthen. Private companies have such increasing economic and social power, that often, 

it rivals those of nation-states. While they are in a position to contribute to the economic and 

technological development of societies, they can also harm human rights, damage the 

environment, or commit crimes. Domestic law has proven to be insufficient to promote the 

 
137Ibid 
138 Kamminga, M. “Multinational Corporations in International Law - International Law - Oxford 
Bibliographies”https://www.oxfordbibliographies.com/view/document/obo-9780199796953/obo-9780199796953-0049.xml 
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positive effects of business by safeguarding a stable and reliable economic environment, and 

to curb the negative effects by ensuring accountability. 140 

The Universal Declaration of Human Rights (UDHR) declares that “every organ of 

society,” a term which possibly includes multinational corporations, “shall strive by teaching 

and education to promote respect for these rights and freedoms.”141 However, this statement 

is only contained in the preamble, which has not hardened into customary international law. 

For the ICCPR, the Human Rights Committee has explicitly stated that it does not have direct 

horizontal effect, while the Committee on Economic, Social and Cultural Rights stated, taking 

into account the International Covenant on Economic, Social and Cultural Rights (ICESCR), that 

“private enterprises are not bound by the Covenant.” 142Article 1 of the ECHR binds only the 

“high contracting parties to secure to everyone within their jurisdiction the rights and 

freedoms defined in Section I of this Convention.”143 The lack of direct binding obligations for 

MNCs under international human rights law has been the subject of intense and constant 

criticism. One of the main causes of concern is a perceived “protection gap” if the 

safeguarding of human rights is left entirely to the states: first, because of the uneven status 

of recognition of human rights instruments in the various jurisdictions; second, because of 

their disparate enforcement, which is closely connected to the strength of the domestic legal 

system and the dependence on foreign investment of the respective states. 144Another major 

ground for criticism is the “governance gap”, which results from the discrepancy between the 

power of MNCs to severely harm human rights and the inability of domestic legislators to take 

 
140 Wouters, J. “Multinational Corporations in International Law” 
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effective measures in this respect.145 Some legal scholars have also criticised the one 

sidedness of international human rights law which grants MNCs significant rights and benefits 

without holding them liable for abuses. There are, however, not only concerns about the 

effective protection of human rights norms. Commentators have also pointed out that 

companies suffer significant disadvantages due to the legal uncertainty of the current regime. 

146Companies can incur increased costs and sustain reputational damage when they are 

measured according to human rights standards by which they are not even legally bound. 

Regulations on artificial intelligence and algorithms  

There aren’t many international regulations on artificial intelligence as designated by 

the UN. However, in December 2018, Canada and France announced a plan for a G7-backed 

International Panel on Artificial Intelligence inspired by the International Panel on Climate 

Change. The project was later renamed to the Global Partnership on AI and focuses on 

studying the global effects of artificial intelligence on people and the different economies in 

the world. 147Additionally, the Committee of Experts on Human Rights Dimensions of 

Automated Data Processing and Different Forms of Artificial Intelligence of the Council of 

Europe has begun the redaction of a draft declaration of the Committee of Ministers on the 

manipulative capabilities of algorithmic processes.148 In this document, the Council of Europe 

acknowledges the possibility of persuasion in the use of algorithms, and the effect it can have 

on private citizens. Specifically, it seeks to protect citizens from “the right of human beings to 

form opinions and  take  decisions  independently  of  automated  systems”, these automated 
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146 Ibid 
147 Wouters, J. “Multinational Corporations in International Law” 
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systems being established by AI technology and algorithms. This protection occurs by means 

of education, where individuals will learn digital literacy; they will also incite participation in 

public debate and create awareness concerning the way algorithms function, particularly 

within politics, where the goal is to manipulate one’s thoughts. Moreover, this document calls 

for the international community to collaborate in the creation of a framework and stronger 

international regulations. Albeit optimistic, as this document holds no legal standing, it cannot 

force the discussion to arise within the United Nations, nor does it hold any legal standing. 

The call for education and regulation is a positive one, but realistically accomplishes nothing 

on the international stage. Finally, in September 2019, the World Economic Forum issued ten 

“AI Government Procurement Guidelines”. In February 2020, the European Union published 

its draft strategy paper for promoting and regulating AI. At the United Nations, several entities 

have begun to promote and discuss aspects of AI regulation and policy, including the UNICRI 

Centre for AI and Robotics.149 

However, different nation-states have begun regulating and implementing legislations 

addressing the subject of artificial intelligence and machine learning, and depend on the 

nation-state’s definitions of artificial intelligence, machine learning, algorithms, and other 

terms. Delegates are encouraged to look up the domestic laws and regulations of the country 

they are representing during this 5th Geneva Convention.  

Conclusion 

It is easy to believe that there is no predominant threat when one is simply scrolling 

on Facebook, or looking at memes. However, it is exactly the reason why this situation is 

 
149 Wouters, J. “Multinational Corporations in International Law” 
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dreadful: we do not see it coming. Artificial intelligence will continue creating algorithms that 

will get better and better at predicting what will keep you on the screen. At the end of the 

day, those corporations want to grow revenue, and usage. Companies are focused on 

generating profit, but that situation gets dangerous without regulations, rules, or competition 

for those big companies, especially when they have no fiscal reason to change or modify their 

behaviour. One could even say that they’re acting as de facto governments. What will happen 

if we go down the current status quo? Will we achieve our goals at regulating climate change? 

What regulations can be put in place in order to control those negative aspects of AI that are 

so embedded in our lives ? There is a shift that needs to be made from protection of rights 

and privileges of companies to protection of its users. There are times where national 

interests are more important; those times have arrived.  

Questions to consider 

1. What should be the balance between free speech and banned content on social 

media? Should there be any restrictions or do any restrictions at all attack the notion 

of freedom of speech? 

2. Should companies be held accountable for events that occur as a result of tailored 

algorithms on social media? If so, what should their consequences be? If companies 

are not held accountable, then who should be? 

3. What role do algorithms play in leading to conflicts? Should certain types of algorithms 

be banned or regulated?  

4. Examine each of the case studies. Should the International Community intervene 

more than they did?  
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5. Facebook and Twitter are private yet multinational companies. Their scope is wide, 

and they have a lot of influence on their users; how should they be viewed in the eyes 

of the international law? Should they be regulated by means of international law?  

6. Some companies are very secretive about their algorithms and how they work. Should 

they be forced to disclose their methods? 

7. What regulations/legislation concerning AI should be created? 

8. Should past pieces of legislation be used as a template to create new international 

law? Why or why not? If you decide to use this old legislation as a template, what 

elements would you most want to keep? 

Some helpful resources: 

Anti Misinformation Actions in Various Countries  

Draft Declaration of the Committee of Ministerson; Manipulation of Algorithms 

  

https://www.poynter.org/ifcn/anti-misinformation-actions/
https://rm.coe.int/draft-declaration-on-the-manipulative-capabilities-of-algorithmic-proc/16808ef257


The 5th Geneva Convention On Cyberwarfare 

Page | 41  

Countries List 

 

Australia 

Brazil  

China 

Cuba 

Egypt 

Estonia  

France 

Georgia 

Germany 

India  

Indonesia 

Italy 

Iran 

Israel 

Japan 

Malaysia 

Myanmar 

North Korea 

Pakistan 

Philippines 

Qatar 

Russia 

Saudi Arabia 

Singapore 

South Korea 

Spain 

Ukraine  

United Kingdom 

United States  

Zimbabwe 
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